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Goals

1. Explain how
Bellevue found its
“sweet spot”

2. Provide ideas of
how other local
agencies can find a
balance between
oversight and
empowerment of its
employees
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Presenter Notes
Presentation Notes
Don’t let your pursuit of 100% compliance perfection get in the way of moving the needle towards compliance.


The Bellevue Context

* 155,000 residents (2024)

* 160,000+ jobs in downtown
hub
* Light Rail

* Predicted +70,000 and
+35,000 housing units next
20 years

* One of Washington’s biggest
“majority-minority” cities

* City Manager / Council form
of government
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Presenter Notes
Presentation Notes
Fifth largest city in the state by population
more jobs than residents
2000: 109k; 2010; 122k- growth 20k per decade
Increased need for better transportation, parks, infrastructure, public safety
Led to an increased demand on internal services without extra funding



Context: The city’s workforce

1700 employees at peak
seasons

High staff turnover
2015-2022-ish

Multiple work locations

Mix of field staff, office
workers, volunteers,
consultants, elected/ R T e

. . . ¥ ¥ “ >
appointed officials Eiﬁ’m : aﬁﬁﬁ fhac

Default to Microsoft
products
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Presenter Notes
Presentation Notes
MS shop – politically have MS in our backyard, the city itself is very tech-y and have very high tech expectations from our residents, many who work for MS, Amazon, etc.
Centralized program – PDR and RM; 8 FTE’s

Mix of hybrid and onsite work locations
High staff turnover 2015 through 2022-ish
Employees spread across multiple work locations (city hall, community centers, fire stations, etc.)
Mix of shift workers, field staff, office workers, volunteers, consultants, elected/appointed officials




Context: The city’s records program

* Public Records
centralized program

* Housed in City Clerk’s
Office — 18 people total

* Public Disclosure & CCO Public
Records Management Records

are two separate teams
(4 FTEs each)

* Policy development,
consulting, training,
support
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Presenter Notes
Presentation Notes
MS shop – politically have MS in our backyard, the city itself is very tech-y and have very high tech expectations from our residents, many who work for MS, Amazon, etc.
Centralized program – PDR and RM; 8 FTE’s
Purview:
Started using in 2014 (compliance center) when migrated to exchange online and went from Xtender to Purview retention labels; when did this also started using e-Discovery to search
	Didn’t expand use of until Teams 2020

We have a saying we often use: The Rules before the Tools. 
You can’t throw technology at a broken process or no process.
Need to have a solid foundation. So I’m going to walk you through those pieces first (the 365 considerations) then go to our use case of Bellevue.
There is no “right” way to do this. There are probably wrong ways, and we may have found a few, BUT with any good embarkment on a journey, you get you and team all aligned in the vision, and the strategy to get there after analyzing the options, and governance to keep everyone on track. 





How it Started...

Pre-2004: No email
management at all. All emails '
were saved indefinitely.

In 2004, a 2-year retention was
applied to all email, except City
Manager and Council
members, which were deemed
permanent.
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Presenter Notes
Presentation Notes
No management of email at all

Spoiler alert: one size does not fit all
Blanket 2-year retention on all emails across the board
Better than no retention at all
CM/Directors/Council - permanent
Pre-2004: no retention- nothing was deleted

Blanket retention for almost everyone. This presented issues for emails that needed to be saved longer than 2 years, and of course meant we were saving a lot of transitory emails a lot longer than we needed to. In short: one size fits all doesn’t really mean one size fits all!


How it’s Going...

* Since 2007: Email
Management Policy and
Email Storage Folders

* Function-specific

e Users sorttheir own
emails according to
function

* 90-day retention on
emails that are not in
email storage folders

* City Mgrand Council
emails are permanent
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Presenter Notes
Presentation Notes
Records team got user input via a sorting activity dubbed “Records Town”
Developed some folder categories that apply to all users
Developed department-specific folder categories
Any messages not stored in an email storage folder are deleted after 90 days
City Manager, Department Directors, Councilmembers – decided in 2007 to make all of their emails permanent. We’ve since taken department directors out of the permanent category. 




Email Management Policy

* First developed in 2007-
ish, updated periodically
since

 Lists WACs, RCWs, and
city code requirements for
public records

* Defines “transitory”
records

* Prohibits creation of new
.pst files
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Presenter Notes
Presentation Notes
An email management policy is the foundation for managing your agency’s emails. 

Definition of when an email is the “record” vs. development and working towards a final product saved elsewhere



How *Email Storage* Folders Work

* Each folder has a retention tag

* Each retention tag corresponds
to a retention policy in Microsoft [\,
Purview =

* IT developed a script that adds -
the appropriate set of folders to 8"
new email accounts

* Users drag emails that need to
be kept longer than 90 days into
the folder that best matches the
function of that email
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Things to Consider

* Good working
relationship with IT

* Clearroles and
responsibilities | o oF

* “Rules before - ¥ & i
Tools” _ .,

« Communication r E
and understanding e
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Presenter Notes
Presentation Notes
Good working relationship with IT- They benefit from this approach too - save storage space, fewer email recovery requests, takes email training out of their hands
Clear roles and responsibilities – have the foundation of retention policies set before asking IT to start applying them (rules before the tools), and confirm/verify the policies are correct early on in the process (IT are not records managers and they may not catch something that records managers would).
Have a common language/vernacular and good communication – you may need to learn some technical lingo, and they may need to learn how to adapt their more technical jargon for you



Training and User Support, Part 1

* Initial touchpoint to new full- sl T L L L
tlme Staff at new h“‘e Frfmrdshelp&hellevuewagau L g

Orientation \ :‘&ry :-?::Ir’:::fmmmanmwlﬂﬂ

document City activities, dectsions or actions

* Required virtual training for all S st s i o

new full-time staff during their <

first 90 days.
* Virtualtraining available 24/7 >

to all staff bbb e
* Resources on our intranet site

and periodic RM tips on

intranet home page
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Presenter Notes
Presentation Notes
Training materials – should it stay or should it go 
Brief (5-10 minute) in person intro to RM at the city of Bellevue for all new full time staff. Not a big emphasis on policies or best practices, rather an intro to our team and that we’re a resource to staff, don’t hesitate to ask us questions, etc. Also their first awareness of how we manage email. Some staff from private sector or federal, state, county governments may struggle to adjust to the Bellevue EM policy. We hand out mousepads, brochures, and info on email storage folders to all attendees. We use this stoplight analogy on a lot of our materials and trainings.

Virtual training in our Learning Management System required of all new full time staff. They should complete this within their first 90 days and there is accountability built into this – their managers get notified if they don’t complete the training. It’s a 15 minute video that goes into more detail on all RM topics, including email.
That training video, and others that our team has created, are all available for staff to self-serve at any time.

Resources on our intranet site at all times, and periodic reminders of RM tips and best practices on the intranet home page.


Training and User Support, Part 2

Email & Electronic Records Guidance
recordshelp@bellevuewa.gov

- Live 1:1 training available SHOULD IT STAY OR SHOULD IT GO?

upon request
* “Road Show” trainings for N e
teams, divisions, departments T m———————
* Records coordinator network y
Is also a resource for staff
* Annualin-person outreach
G0 o sed DELETE

table in city hall el
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Presenter Notes
Presentation Notes
Live training available upon request – we get some requests for 1:1 email trainings – these are brief and usually requested by our attorney’s office.

We’ve developed a “road show” powerpoint training that we deliver live to staff. We’ve done this presentation for small groups of 5-10, bigger divisions, and even whole departments at a time. It covers RM basics and public disclosure, and email management best practices. These have been really successful – staff seem to “get it” and understand why records management is important. Builds their desire and knowledge for knowing more.

We also have a network of records coordinators – these are usually administrative staff, at least one in each department, who act as liaisons and a point of contact within their departments for staff who have records questions. They’re not experts, but they could direct questions to records team, or they may be able to self-serve on our intranet site to find the info they’re looking for.

We have an annual in-person outreach event in city hall every April for Records and Information Management Month. We have donuts, coffee, information about our programs and what we do. We had trivia questions at our most recent event, so we were able to get an informal gauge on staff competency with RM and spread some information at the same time. Also, it’s fun and people like meeting us in person and realizing that we are a friendly bunch, not the “records police.”


Email Management Best Practices

* Be appropriate and professional

* Keep city emails in your city email
account

 Stop and save emails that document
city business

* Keep emails to one subject

* Do not cc yourself

* Use city-approved systems for file I

sharing instead of email attachments
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Email Management Best Practices

 Putarecurring appointment on
your calendar to review emails
that will be deleted soon

* Save red-light messages
immediately; takes less time
than going through them later

* Use Teams instead of Outlook
for anything not business-
related

* Leverage Outlook Quick Steps
when applicable
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Refine as You Go

2018: migrated to Exchange
Online, shifted from using
Commvault to Microsoft
Compliance Center (aka
Purview)

2019: Implemented a quarterly
compliance-check process that
uses an IT script




Monitoring for Non-Compliance

* |T PowerShell script runs
quarterly and notifies staff if they
have custom folders that are
outside of the *email storage*
structure

* Purpose isto make end users
aware that their emails may be
deleted sooner than they realize

* End users are empowered to take
corrective action themselves

* Records staff are available for
one-on-one assistance
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Presenter Notes
Presentation Notes
Purpose is not perfection, but to inform users that they have folders that are out of compliance and their emails are being deleted after 90 days. Another benefit is that it reminds people of the records program and that we’re a resource to them.

We typically get xx requests every quarter



Monitoring for Non-Compliance

Pros:

* RMteam has increased visibility
into how staff are organizing their
email folders

* RMteam can track compliance
over time and use in performance
metrics



Presenter Notes
Presentation Notes
Purpose is not perfection, but to inform users that they have folders that are out of compliance and their emails are being deleted after 90 days. Another benefit is that it reminds people of the records program and that we’re a resource to them.


Monitoring for Non-Compliance

Cons:

* These emails often get
overlooked or ignored, or staff are
confused and take no action

* There are some glitches/false
positives that are difficult to solve
for



Presenter Notes
Presentation Notes
Purpose is not perfection, but to inform users that they have folders that are out of compliance and their emails are being deleted after 90 days. Another benefit is that it reminds people of the records program and that we’re a resource to them.


Challenges

* Users who still have the legacy “permanent” status

* New approach for onboarding elected officials

* Function-based as opposed to position-based
(capstone)

* People who save everything in a long-term folder -
personnel issue, against policy

* Non-FTE staff (volunteers, consultants, part-time)
don’t getincluded in that mandatory training — they
fall through the cracks a little bit
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Benefits

* Greater compliance, less risk

* Makes e-discovery more efficient

* Lays the foundation for implementing future
applications

* Raises awareness of RM among staff — everybody
uses email




Bellevue’s Sweet Spot

* Established email management
policy and practices

* Big picture of M365 guidance —
where to save, how to share

* Robust training and user support
program

* Close working relationship with IT



Presenter Notes
Presentation Notes
Purpose is not perfection, but to inform users that they have folders that are out of compliance and their emails are being deleted after 90 days. Another benefit is that it reminds people of the records program and that we’re a resource to them.

Definition of when an email is the “record” vs. development and working towards a final product saved elsewhere



Actions You Can Take if You’re Just
Getting Started

Start with the foundations:

* Email management policy

* Discusstechnical options
with IT

* |dentify yourideal future
state




Actions You Can Take if You’ve Got
the Foundation Down

* Look for opportunities for
progress (even if they’re
not perfect)

* Build on what you’ve got

* Keep reminding your
users that you exist and
you’re a resource to
them
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Q&A

Your turn!




Thank you!
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